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Figure 4: Analyzer Tab of the Homophonic Analyzer in CrypTool 2

7. support spaces between words in the plain-

text.

Requirement 4 means to have an interactive
mode in addition to the full-automatic mode. This
additional interactive mode is the main difference
compared to tools described in Section 3.2.

5.2

The analyzer is implemented as an CT2 compo-
nent and allows the visual analysis of homophonic
substitution ciphers. Figure 4 shows the current
state of the “Homophonic Substitution Analyzer”.

The analyzer has three “tabs”, each tab shows a
different user interface. The tabs can be changed
by clicking on the tab names on the top of the win-
dow (this is a maximized view of the component).

In Figure 4, the “Analyzer” tab is selected,
which consists of three main parts: (1) the top part,
framed with with a red rectangle, contains some
control buttons and an indicator field, showing the
status of the cryptanalysis (percentage value of
done hillclimbing cycles), (2) the given ciphertext,
which is framed with a blue rectangle, and (3) the
putative plaintext, which is framed with a purple
rectangle.

Depending on the mode in which the analyzer
is executed (see the component’s parameters), the
user can start and stop the analysis manually by
clicking on the “Analyze/Stop” toggle button. This
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is only possible in the so-called semi-automatic
or interactive mode: When stopped the user can
“lock” already correct letters, which then appear
with a green background. Non-locked letters ap-
pear with a white background. “Locked” means,
that the analyzer won’t change these plaintext let-
ters during restarts of the further analysis process.
Also, the user is able to connect a dictionary to the
analyzer. Then, the analyzer automatically locks
words of defined lengths, that it reveals during the
analysis. The user can set a minimum, how of-
ten a word has to appear in the plaintext, before
the analyzer locks it. Thus, “random words” that
may appear during the start of the analysis won’t
be locked since these are most probably wrong.

The third tab of the analyzer shows a collec-
tion of “best” putative plaintexts (and the accord-
ing keys) found during the analysis so far. This tab
has the title “Bestlist”.

As it is also possible to start the analyzer in
a full-automatic mode, this bestlist will probably
contain a text close to the correct plaintext after
several automatic “restarts”.

In the following, we describe the current state
of our cryptanalyzing algorithm.

Baseline Algorithm (for one restart)
1. Initialize a counter ¢ with 0
2. Set a fitness value fgoparpess to the smallest
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# Value
-3443499.31
-3472860.09
-35191384
-3520840.45
-3521257.66
-3571963.89
-3573428.33
-3588347.55
-3603951.59
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Key
THE POPEALSOKNWNASTHEUREMENTIFFIBRAITXCLADMTCYGVBVQQ OIOIUUONZUGK
THE POPEALSOKNWNASTHEUREMENTIFFIBRAIDGCLATM CYGUOTQIVQIUKOXIOBUJZV
THE POPEALSOKNWNASTHEUREMENTIFFIBRATOUCLADMTCYGVOVGO] IQZIJKXIQBUU
THE POPEALSOKNWNASTHEUREMENTIFFIBRATTGCLADB CYGZUMIOJKOUUQVIVXIIQO
THE POPEALSOKNWNASTHEUREMENTIFFIBRAIDUCLATMTCYGZBJI QOVKOJVUOXQUGI
THE POPEALSOKNWNASTHEUREMENTIFFIBRAUDOCLATITCYGVOKGJZOIIUMVQXIQ UB
THE POPEALSOKNWNASTHEUREMENTIFFIBRATOICLADMTCYGUBQQOI KOXIUUGIVVIZ
THE POPEALSOGNONASTHEUREMEYTIFFIBRANDXCLADW TEGVOKQUKIOJUIZQXJUIZM
THE POPEALSOOMONASTHEUREMENTIFFIBRANDUCLADW TEGZYVQKUIIQOXGZKJUIX

THE POPE ALSO KNOWN A:
THE POPE ALSO KNOWN A¢
THE POPE ALSO KNOWN A¢
THE POPE ALSO KNOWN A¢
THE POPE ALSO KNOWN A¢
THE POPE ALSO KNOWN A¢
THE POPE ALSO KNOWN A¢
THE POPE ALSO GNOON At
THE POPE ALSO OMOON A

Figure 5:

possible value that the variable can hold

. Create a global “best key” Keiopaivest
. Create a data structure for memorizing

“locked mappings” of homophones to plain-
text letters

. Create a random key K, using the letter dis-

tribution of the plaintext language (e.g. 'E’
will appear more often in the created key than
’X”) with length of key = number of homo-
phones multiplied by 1.3

. Set a fitness value f;,, to the smallest possi-

ble value that the variable can hold

. For each combination of the index i and j

from O to length of K}, -1 do the following

(a) Swap two elements i and j of K,

(b) Calculate a fitness value f based on the
decryption of the ciphertext using K,

(c) Check using a simulated annealing
based accept-function if the algorithm
should keep the change

(d) If the accept-function returns false, re-
vert the changes in the key

(e) If the accept-function returns true, set

frun = f

CIf f run > f globalbest

(@) Set feiobatbest = frun
(b) Set Kglobalbest = Kun

(c) Optional: lock words already revealed
in the “locked mappings” data structure

(d) Present a new global best key and fitness
value to the user

. If no better global optimum was found dur-

ing the last 100 tries, change the last 3 letters
of the key to other random letters from the
plaintext alphabet

Increment the counter ¢ by 1

If the counter c¢ is below a maximum cycle
number, goto step 7

The algorithm terminates here
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Bestlist Tab of the Homophonic Analyzer in CrypTool 2

Concept of the Algorithm The idea of our base-
line algorithm is hill climbing and a simulated
annealing-based accept-function. A key in our al-
gorithm is a mapping of ciphertext homophones
array V (defined by a ciphertext alphabet CA) to
plaintext letters (defined by a plaintext alphabet
PA, for example, the Latin alphabet). An exam-
ple for such a mapping is

ABCDEFGHIJKLMNOPQRST. ..

CA
\Y% THEPOPEALSOKNWASESTZ. . .

Here, the ciphertext homophones A’ and ’S’ are
mapped both to *T°, the B’ to "H’, and so on.
Our algorithm starts with a random key K, thus,
letters in V are chosen randomly from PA. The
choice is done in such a way, that the distribu-
tion of letters in V is close to the assumed plain-
text language. We furthermore extend the cipher-
text alphabet with homophones, which do not ex-
ist in the current ciphertext. Thus, it is possible
for our algorithm to remove and add plaintext let-
ters to the actual used part of the key that were
not used in the previous version of the key. Our
hill climber then tries to exchange all possible i
and j positions in the key, each position defining a
different homophone. The fitness function of our
algorithm is the sum of all log.-pentagrams of the
putative plaintext multiplied by a user-defined fac-
tor (in our tests 500000). If our algorithm does not
find any improvement in 100 steps, it changes the
last 3 letters of the key, which are actually not used
in decryption, to new random letters. This is done,
to get “new letters” into the key which may be ex-
changed afterwards with letters on the left (which
exist in the given ciphertext).

5.3 Key Acceptance Function

In each step (exchange of two key elements), a
simulated annealing function (with fixed temper-
ature) accepts or rejects the new key by:
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Figure 6: Breaking Zodiac-408 with the New Homophonic Substitution Analyzer in CT2

o if newKeyScore > currentKeyScore return

true
e degradation = currentKeyScore —
newKeyScore
—degradation

e acceptanceProbability = eTxedlemperaiure
e if acceptanceProbability > 0.0085 and a ran-
domly chosen value between 0.0 and 1.0 is
smaller than the acceptanceProbability re-
turn true
e return false
The fixedTemperature value is also user de-
fined (in our tests 15000). We obtained the ac-
ceptance function from (Lasry, 2018a).

5.4 Discussion

Using this analyzer, it was possible to decrypt even
difficult (e.g. 81 homophones, 500 letters cipher-
text) homophonic ciphertexts. The example ci-
phertextz, used also for the tests of the tools in the
related work Section 3.2, needed manual input of
the user (locking already correctly decrypted parts
of plaintext). The quality of the full-automatic
mode of our analyzer is between the two tools
shown in Section 3.2. Nevertheless, by integrat-
ing the analyzer in CT2, a user is able also to use
the interactive mode.

In the following section, we show how a user
may use our tool to break a real-world ciphertext
encrypted homophonically.

6 Breaking a Real Homophonic
Substitution Cipher

During the development of the analyzer, we broke
the original Zodiac-408, which was sent by the Zo-
diac killer to different newspapers in 1969.

We used a transcription from the zodiackiller-
ciphers webpage, copied it into a TextInput com-
ponent in CT2 and connected it to the Homo-
phonic Substitution Analyzer component (see Fig-
ure 6). Additionally, a dictionary component (with
ca. 41,000 English words) was connected to the
analyzer. The analyzer was set to semi-automatic
mode with 1000 cycles. By chance, we got some
parts of partial words, i.e. PEOPLE or AFTER-
LIFE, that the analyzer either automatically locked
or we locked them manually. Then, with these
locked words, we incrementally restarted the an-
alyzer and fixed other parts. The final result of our
semi-automatic analysis is shown in Figure 6.

Often, having a good random starting key, the
analyzer finds a nearly complete solution instantly,
so we do not need to fix many letter mappings by
our own. If not, the cryptanalyst is able in the
semi-automatic mode to correct partially correct
found words by himself. To change the mapping
of homophones he has just to right click the ac-
cording plaintext letter.

Our analyzer is able to solve the Zodiac-408
completely on its own in the full-automatic mode.
Also two Spanish Strip ciphers from (MTCS3,
2018) (the two where the solution already has been
known) have been analyzed successfully.

7 Conclusion

This paper shows the current state of develop-
ing an analyzer for cryptanalyzing homophonic
substitution ciphers in CrypTool 2 (CT2) within
the DECRYPT project. Right now, the analyzer
is already able to full-automatically and semi-
automatically break real world homophonic ci-
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phers like Zodiac-408, which is often used as a
default test case for homophonic analysis. The
used algorithm consists of hill climbing, uses pen-
tagram language frequencies in a fitness function,
and a simulated annealing-based acceptance func-
tion with fixed temperature. A dictionary is used
to automatically lock already revealed words. Ad-
ditionally, the current state of the art of cryptana-
lyzing homophonic ciphers is presented. The best
currently available tool is AZdecrypt. Our ana-
lyzer is almost comparable in its success rate, but
additionally offers an easy-to-use Ul to manually
change and lock revealed parts of the plaintext. In
future work, we’ll improve the success rate of the
analyzer by investigating the usage of hexagram
statistics and more deeply evaluating the parame-
ter sets and the possibilities of other fitness func-
tions. Also, we want to analyze all (homophonic)
encrypted ciphertexts of the DECODE database.
Finally, we will extend the analyzer to support
nomenclatures and code books.
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